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BASMATI Glossary
Please retrieve the latest version of the table from here:
https://docs.google.com/spreadsheets/d/1pIZvKaFt-xgJQEsxAS2r48a08zgzKmGd4aCsMMfidM/edit#gid=0 and update it accordingly to meet your deliverable’s requirements
Term/Acronym Definition
Mobile cloud
services

Online services offered by cloud resources to support mobile apps. The
backend of the mobile apps.

CP

Cloud Provider. The actor that provides the cloud infrastructure/resources, such
as VMs

CSP

Cloud Service Provider. The actor that provides cloud services on top of a rent
infrastructure from a CP

Cloudlet

Limited capacity infrastructures with virtualization capabilities, often used to
support a limited amount of users or perform a limited set of operations on
behalf of the central cloud infrastructure that hosts the complete application

Resources aimed to operate specialized functionality, located at the "edge" of
the network infrastructure, thus, closer to the end users. Examples are (clusters
Edge resources of) RaspberryPis or cloudlets
BUDaMaF

BASMATI Unified Data Management Framework

KE

Knowledge Extractor

DM

Decision Maker

RB

Resource Broker

MVD

Mobile Virtual Desktop

DASFEST

An 3-day long music festival taking place in Karlsruhe, Germany every July

ACE

Amenesik Cloud Engine. The cloud service deployment tool through which
actual federation is achieved

BEAM

BASMATI Enhanced Application Model. An extension of the TOSCA
specification

ASP

Application Service Provider. A Federation user that rents resource services in
order to provide an Application services to End-users

Brokering

The matchmaking support provided by BASMATI platform to decide about the
best cloud resources to exploit for the execution of the back-end of BASMATI
applications. This activity regards the placement of the services or data on
computational resources and storages belonging to the cloud data centre and
the cloudlets within the federation.

End user

A user who benefits the various application and infrastructure services provided
by the Cloud. Within BASMATI, the most typical example is exploiting the
Cloud federation via a mobile device (possibly a laptop) using specialized apps
or a web browser.

Offloading

The ability of BASMATI platform supporting the runtime placement of the
components composing the front-end of BASMATI applications on edge
resources available nearby the end user. This activity takes place both when
edge and mobiles exchange one each other their own workload or when such
devices transfer some workload to the clouds or cloudlets. In BASMATI we

BASMATI Deliverable 5.3

Page iii of vi

Public
© All Rights Reserved

often distinguish Front-end offloading, related to the mobile part of application,
from Back-end offloading, concerning the server side of applications. The latter
roughly translates to the known concept of Cloudbursting.

QoE

Quality of experience. It is a measure of a customer's experiences with a
service. It may be related to some aspects of the QoS and QoP, but can also
take into account other metrics.

Service
handover

Service handover refers to the activity of transferring an active service between
two computational resources (e.g. Cloudlets) with minimal or no disruption on
the availability of the service. Ideally, service handover is transparent with
respect to the user.

Situational
Awareness

The ability of the BASMATI platform to recognise the “situation” characterising
the actual combined status of users, applications and resources, aimed at
achieving an effective and efficient management of applications and resources.
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Executive Summary
One of the main objectives in WP 5 is the management of hybrid infrastructure consisting of
multiple types of resources and multiple service providers in order to realize the device-cloud,
device-federation, device-device cases. To that end, this deliverable provides the BASMATI’s
main design principles and the framework of the hybrid infrastructure management and
runtime adaptation.
The hybrid infrastructure management is aiming to provide techniques for utilizing
heterogeneous cloud resources, like public clouds and cloudlets, and managing deployment of
applications on the resources with adaptable manner. The real decisions of runtime adaptation
are made in another component of BASMATI, and the Hybrid Infrastructure Management layer
presenting essential monitoring information and deployment changing functions. The
explanation of how to achieve these goals is described in this report.
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1 Introduction
This report presents the main design principles and the structures of the hybrid infrastructure
management and runtime adaptation of BASMATI. The main goals of hybrid infrastructure
management are providing methods for exploiting heterogeneous cloud resources, like public
clouds and cloudlets, and managing deployment of applications on the resources with adaptable
manner.

1.1 Relation to Other Deliverables
This report will provide the design of the infrastructure management for hybrid resources
consisting of clouds and cloudlets. And, it also includes runtime adaptation for the hybrid
infrastructure.
Referencing defined interactions with other components of BASMATI platform in the global
architecture design of BASMATI (deliverable D2.3), this report will consider other deliverables as
shown in Figure 1.: (i) the Cloud Providers Management architecture defined in deliverable D4.1;
(ii) the deployment structures of Brokerage Platform, Decision Maker, and Resource Broker
described in deliverable D4.5; (iii) the structure of hybrid infrastructure management defined in
this report will be spine of deliverable D5.4.

Figure 1. Relationship to other deliverables

1.2 Purpose
The main goals of this report are to provide the description of the management framework for
hybrid infrastructure consists of clouds and cloudlets resources and to describe how to provide
runtime-adapting management for that infrastructure.
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1.3 Hybrid Infrastructure Management
Hybrid Infrastructure Management is responsible for deployment, migration and changing scales
of user applications by exploiting various scale resources from heterogeneous public cloud
service providers to small sized cloudlet and edge resources.
To this end, the Decision Maker of BASMATI composes one or more deployment plans, taking
into consideration the requirements of the applications, with the help of the Resource Brokers
listing and considering resources of various locations, types and sizes, and delivers them through
the Application Controller to Hybrid Infrastructure Management. The details of the process of
creating deployment plans for the Resource Broker and Decision Maker are described in
Deliverable D4.3.
Hybrid Infrastructure Management deploys and executes applications exploiting multiple
heterogeneous public clouds, cloudlets, and edge device resources based on the delivered
deployment plans. It also supports migration functions by alternating the deployment plans of
the applications. To do this, Federation Data Management, described in Deliverable D4.1, helps
the applications to access their data regardless of their type and location in the clouds.
Run-time infrastructure adaptation that detects the current running state of an application
through Intercloud Monitoring, as mentioned in deliverable D3.3, and changes the deployment
plan when certain conditions arise, is described in Chapter 5 of this report.
Hybrid Infrastructure Management uses resource allocation, accounting, and application
deployment of the public clouds in conjunction with the dynamic cloud federation technology
described in deliverable D4.1. For the management of cloudlets, it supports resource allocation
and application deployment for one to several node-sized private clouds based on Openstack
and OpenNebula.
This report describes the structure and specifications of Hybrid Infrastructure Management that
enables applications to be deployed and executed dynamically using heterogeneous cloud
services, open source-based cloudlets, and edge device infrastructures.

1.4 Outline of Deliverable
Chapter 2 describes the design and specifications for management of public cloud service
providers for BASMATI platform. It also discusses the interoperability issues concerning internal
components of BASMATI platforms such as the decision maker, the resource broker, the
federation monitoring, and the SLA manager. The management of cloudlet resources and their
use in application deployment are explained in chapter 3. The subsequent chapter introduces
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external operability with the other components outside this layer. Runtime adaptation will be
discussed in Chapter 5.
In chapter 6, the structure and base technology for runtime adaptation of hybrid infrastructure
will be described. The conclusion of this report will be presented in final chapter.

2 Cloud Service Provider Management
Hybrid Cloud is a term that is used to refer to the situation where the cloud resources, required
during an application’s life cycle, may be as easily provisioned in a private cloud data center as
through a public cloud provider. The decision to use one or the other, private or public, for the
provisioning of resources, at any moment in time, will depend on the nature, cost, availability
and intended usage of the actual resources that are required.
The BASMATI project has identified the need for the provisioning and integration of Managed
Applications Services, delivered by Added Value Application Service Providers, to be added as an
extension to the standard Hybrid Cloud Service Deployment Model.
The Cloud Service Provider Management of the BASMATI platform provides an open yet fully
integrated framework for the selection, provisioning and management of the Hybrid Cloud
Infrastructure and Application Components that are required for the deployment and realization
of complex cloud applications necessitating a real time scalable and global presence.
This section of this document will now describe the Cloud Service Provider Management of the
BASMATI platform in terms of Federated Operators, their Provider Management, Cost and
Revenue sharing and accounting and Identity and Access Management.

2.1 Provider Deployment
The Component of the BASMATI Platform that is responsible for the deployment and
management of cloud resources and cloud services is the Amenesik Cloud Engine, known as
ACE. This component is entirely based on the principles specified in the international standard
Open Cloud Computing Interface (OCCI) published by the Open Grid Forum (OGF).
ACE comprises a Generic Service Topology Manifest model for the centralised management of
the descriptions of cloud application configurations. This service topology manifest is
complimented by the Service Level Agreement model for the description of service level
conditions, objectives and guarantees and is based on the international standard WS
Agreement, also published by the Open Grid Forum (OGF). Customer Applications that are to be
processed by BASMATI are to be described using the Basmati Enhanced Application Model
(BEAM), an extension of the international standard TOSCA, published by OASIS. These
documents are imported through the BEAM processor of ACE to produce the Manifest and
BASMATI Deliverable 5.3
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Agreement documents that are required to control the Provider Selection and Deployment
processes.
Service instances are created as described by the Service Topology Manifest of Service Level
Agreements and their associated Placement Conditions and Operational Life Cycle Guarantees.
The creation of each Service Instance involves the selection of suitable Cloud Providers for the
placement of the cloud resources for each of the resource nodes described in the Service
Topology Manifest. This result in a Generic Provisioning Contract and an associated Cloud
Provider Contract being added to the Service Instance for the deployment and management of
the cloud resources required for each node. Each placement operation is unique and is guided
by the node characteristics described in the manifest, the constraints described in the Service
Level Agreement and the real time operational conditions of the various Cloud Provider
interfaces of the ACE platform.
Service Deployment may be initiated, by the invocation of a Service Start Action, at any moment
after the service contract negotiation phase has been successfully completed. The Start Action
will be propagated through each of the Generic Service Contracts, in turn, to build the required
Virtual Machines through the corresponding Cloud Provider Contract and associated REST API.
The required software will then be installed and configured, as described by the Configuration
Instructions of the corresponding node in the Topology Manifest, resulting in a fully operational
and fully connected virtual machine.
Service Guarantees described in the Service Level Agreement will result in Monitoring Probes
being deployed and activated in the provisioned virtual machines. In addition, Monitoring Data
Collector jobs will be created and activated on the ACE platform for the periodic processing of
the packets of monitoring data, received from the probes, as described by the Service
Guarantees and their associated Business Values. Behaviour described by the penalty and
reward scripts, of these Business Values, provide the fully automated mechanism by which fault
tolerance operation is achieved through incident signalling being routed back to the service level
agreement manager and decision maker which, working in conjunction with the knowledge
extractor, permit scheduling of the appropriate corrective action through the application
controller.

2.2 Cloud Service Federation
A group of previously independent commercial cloud service platform operators, based on the
principles of the BASMATI Platform, may at some point decide to mutualise their individual
application service catalogues and their cloud provisioning subscriptions and resources by
establishing a cloud federation. Depending on the nature of the federation, relationships
governed by cloud federation service level agreements, will be established between specific
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platform operator members, resulting in one of the specific federation topologies as described
in the Basmati deliverable 4.1 concerning cloud federation algorithms.
Each member of such a federation link would be able to make available their surplus
provisioning quota for use by other members of the federation, either directly or indirectly.
In addition, the application service catalogue and associated business domain expertise of a
federation member may be published through their federation agreement for use by other
federation partners in the construction of their own offers of service to their customers. This
clearly positions the BASMATI platform as a Generic Software as a Service Framework facilitating
the aggregation, integration and reuse of commercial cloud application services and their
afferent support personnel.
The Cloud Federation Service Level Agreement, between two such federation members,
mutually exposing their priced provider quota, would extend the capacity of their own
placement engine with the residual capacity of that of their correspondents. This extended
capacity would become available for selection and remote placement, only when permitted by
the placement terms of a customer service level agreement and would be transparently
engaged for all subsequent resource reservation and provisioning operations that could not be
satisfied on the locally.

2.3 Provider Cost and Revenue Accounting Manager
The Cloud Placement operation, that was introduced in the Provider Deployment section 2.1
above, makes use of Provider Service Level Agreements that are associated with each of the
Cloud Provider interfaces that are available for use in an ACE platform. The Service Description
section, of these Provider Agreements, describes the offer of service of the corresponding Cloud
Provider interface, in terms of a collection of priced resource quotas. Each of these quota
elements describes and manages the offered, reserved and consumed amounts of their
corresponding cloud resources, as they contribute to the placement and subsequent
deployment operations of the requesting Service Contracts.
Two different types of price may be defined for use in costing resource quota elements as
required:
1. Fixed
These price types will generate a pair of inverse fixed priced cost transactions, to the
relevant customer and provider accounts, whenever the corresponding priced resource
contributes to the deployment of resources due to a successful service contract start
operation.
2. Recurring
BASMATI Deliverable 5.3
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These price types will generate a pair of date-stamped variable price start transactions, to
the relevant customer and provider accounts, whenever the corresponding priced resource
contributes to the deployment of resources due to a successful contract start operation. In
addition, a corresponding pair of date-stamped variable price stop transactions will be
generated, again to the relevant customer and provider accounts, whenever the
corresponding priced resources are released due to a service contract stop operation.
Transactions are generated in this way to be collected by the customer and provider accounts.
They may be processed as and when required by the commercial invoicing procedures of the
ACE platform operator.
Invoice processing will be performed as described by the commercial conditions of a Customer
or Provider Service Level Agreement. This may define an account specific transaction collation
procedure.
1. Standard Collation
The standard transaction collation procedure is engaged for both customer and provider
invoice production when a custom collation procedure has not been defined for the
corresponding account. In this case the collection of pending, unprocessed transactions will
be collected and attached to the newly created invoice. The transaction will then be
processed to compute the relevant invoice totals including total before tax, value added tax
and total inclusive of tax. Each of the transaction will be processed according to the nature
of the price of the corresponding quantity of the quota:
Fixed Price
The value of the price will be multiplied by the quantity that was consumed of the
corresponding quota and added to the invoice total before tax.
Recurring
The start transaction for a recurring price will locate the corresponding stop transaction
and will calculate the period in terms of the units specified by the price. The resulting
quantity will be multiplied by the quantity of the quota consumed and then by the value of
the price before being added to the invoice total before tax. If no stop transaction can be
detected in the collection of transactions, then the cost item must be “still ongoing”,
therefore the current date and time of invoicing will be used instead to calculate the
corresponding period.
When all transactions have been collated in this way then the value added tax will be
calculated at the standard rate for the platform operator’s region and the final grand total
inclusive of tax will be calculated.
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The resulting invoice maybe presented for payment by customers or to a specific resource
provider.
2. Custom Collation
When custom transaction collation has been specified for a customer or provider account
then the transaction collation procedure will be defined by the behaviour of the associated
custom transaction collation script. This allows complete freedom for the creation of
specific commercial practices as required by the platform operator’s financial services or
department.
A special case exists when placement of contract resources is performed across a federation
member link that is governed by a Federation Provider Service Level Agreement. In this case
then the account identifier of the operator platform will be used to replace the customer
account identifier in the remote federated placement request. In this way the account of the
member requesting placement of resources by another federation member will incur
transactions for deployment of all priced resources on behalf of their customer. In this way the
payment of federation costs is attributed to the member requesting assistance by another
federation member. Transaction collation is required, for the production of the customer’s
invoice, but will be performed by both members of a federation, for their correspondents
account, for the calculation of any residual balance of payment between them. Depending on
the commercial terms that are in the governing service level agreements, resulting costs may be
invoiced as required.

2.4 Provider Identity and Access Management
The ACE platform provides powerful security procedures based on organisational role-based
access control (ORBAC) technology for the management and authentication of identity and for
the authorization of access by users and software agents alike.
The security procedures require:
1. All platform components and user interfaces MUST communicate using Transport Layer
Security version 1.1 at very least with the presentation of valid x509 certificates which must be
validated and verified by both parties.
2. All platform components and user interfaces MUST request an authorization token in
exchange for the presentation of valid client or user credentials during their start up procedure
and must terminate if authorization is not permitted.
3. Authorization tokens MUST be presented in all Request and Response messages
4. Authorization tokens received in Request and Response messages are to be validated
BASMATI Deliverable 5.3
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5. Authorization token verification MUST perform user policy enforcement when present.
This security procedure ensures that all communication is secure and that all parties are
correctly and consistently authenticated and authorized for the operations that they solicit.
Due to the symmetrical nature of the underlying OCCI agent interfaces upon which the security
service components are built, the transposition of this security procedure across federation links
and between federation member platforms is completely transparent allowing for seamless
remote authentication and authorization. Depending on the nature or topology of the
federation, certain members could be responsible for the provision of a centralised identity and
access management service as required by the commercial and legal requirements of a
particular cloud federation model or scenario.

2.5 Provider Lock-in Avoidance
The ACE cloud platform was designed from the outset, based on a centralised generic
application model, with the primary purpose of avoiding cloud vendor and provider lock-in. This
central model makes use of the international standards of OCCI, TOSCA and WS-AGREEMENT to
ensure not only the independence of the application descriptions from the underlying cloud
provider technology, but also allowing application descriptions to be easily ported across and
interoperate with cloud platforms which support these open standards.
At the top level, the requirements of a customer’s cloud application are described using
TOSCA/BEAM documents in terms of both the global application topology and the precise node
or deployment unit characteristics. These high-level documents are processed by the ACE
application model processor to generate the WS-AGREEMENT document and the OCCI manifest
document required to control the subsequent deployment and life cycle management
processes.
The abstract nodes and their alternative implementations, originally described in TOSCA, are
transformed to produce a provisioning plan or manifest, in OCCI, containing the concrete list of
deployment targets and the complete collection of software installation, configuration and
operation instructions, under the guidance of the technical and commercial constraints
described in the WS-AGREEMENT service level agreement.
The Generic Service Instance, resulting from this processing phase, known as service and
contract negotiation, will be used to control not only the deployment of the cloud resources
required for the application but also the coordination of the monitoring activity required to be
performed to ensure the right level of operational conformance, of the application’s behaviour,
with the business level guarantees described in the WS-AGREEMENT.
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During the contract negotiation phase, the placement engine of ACE will be responsible for the
selection of the appropriate cloud providers based on the criteria described in both the Manifest
and the Agreement. The placement of resources will be performed based on the technical
constraints, commercial constraints, geographical constraints and performance requirements as
described in the deployment conditions section of the service level agreement and will result in
specific cloud provider interfaces of the ACE platform being selected for their ability to satisfy
the required conditions.
Deployment of the application requires the Generic Service Instance to be started. The OCCI
start action will be transmitted from the Service Instance down across the Contract instances
and out through the cloud provider interfaces to the actual cloud providers. Each cloud provider
interface will be responsible for the deployment and coordination of the corresponding cloud
provider, through the associated proprietary API, for the constructional deployment of the cloud
resources, either IAAS virtual machine, container or PAAS based, for the preparation of the
software component required to satisfy the needs of the higher level generic application node.
OCCI Configuration instructions will be invoked, through the COSACS software configuration
service, for the installation of all software packages and for the configuration of these packages.
Monitoring probes will be activated through this same interface for the retrieval or delivery of
the key performance indicators required to meet the operational guarantees described in the
guarantees section of the service level agreement.
Due to the generic nature of the application control model and through the systematic adoption
for use of the standardised OCCI API framework, the addition of new cloud provider interfaces
for the integration of emerging cloud provider technologies, is greatly facilitated and this with
without any impact on the existing components of the platform.
The symmetrical nature of the underlying OCCI control framework allows for easy industrial
production and replication of the platform for use by co-operating cloud federation members,
to ensure not only eventual consistency of operation but real benefits by permitting and
promoting the seamless delegation of cloud provisioning workload realisation amongst
members of the cloud federation.

3 Cloudlet Components Management
A cloudlet is a mobility-enhanced small-scale cloud datacenter that is located at the edge of the
Internet [1]. In BASMATI project, we define it as a small sized and private owned cloud that is
located close to users and can range in size from single-node OpenStack systems (DevStack [2])
to several-node sized private clouds.
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3.1 Cloudlet Characteristics
Even though public cloud services are more popular, cheaper, and easier options to use,
sometimes private cloud systems are preferred over public ones when the required computing
power can be covered by a small-scaled system and the organization has enough budget for its
hosting, when data security is top priority, or when some applications need critical features such
as stringent control over associated physical systems and processes.
For example, BASMATI’s MVD use case needs a special hypervisor feature called “Host pass
through”-it allows Guest VMs to access host machine’s real CPUs not virtual ones [3]. The
general, public, cloud services prohibit that because of security and management issues.
Cloudlet systems don’t need to be placed in datacenters and can be placed near to where
computing power is needed to process locally and timely burst requests. This feature makes
cloudlet systems more suitable for the support of instant and transient users at local events like
Das FEST [4].
The majority of Cloudlet systems are built using open source cloud operating platforms such as
OpenStack [5], Cloudstack [6], and OpenNebula [7].

3.2 Cloudlet Management
ACE supports most popular open source cloud operating platforms such as Eucalyptus,
OpenStack and OpenNebula in addition to the public cloud service providers. Consequently, the
management of the cloudlets is perfectly symmetrical with that of public clouds except that
Cloudlets may only cover narrower regions than public clouds and the resulting cloud service
capacity is simpler and limited. However, the properties of these cloudlets can be harnessed for
use by ACE such that the Resource Broker (RB), of the Brokerage Platform, be able to exploit
their resources when generating deployment plans for applications. Their general management
is very similar to that of public clouds as described in Chapter 2.

4 External Interoperability
The Hybrid Infrastructure Management, the underlying part of BASMATI platform, controls
infrastructure provisioning and consequently needs to interact with upper layer of BASMATI, the
Brokerage Platform. There are two components of the Brokerage platform that interact with the
Hybrid Infrastructure Management, the Decision Maker and the Application Controller.
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4.1 Interoperability to Application Controller
The Application Controller (AC) is a part of BASMATI Brokerage Platform and in charge of
initiating deployment of applications and their virtual machines. To this effect it issues requests
through the OCCI-compliant API of ACE. The following list outlines the different steps in the
interaction procedure initiated by the AC with ACE and the Application Repository (AR) - a part
of the Brokerage platform where application deployment plans are stored in BEAM format.
1. Decision Maker (DM) calls AC to deploy an application.
2. AC asks to AR for the URL of the application’s BEAM document and associated
deployment plans.
3. AR returns the URL to AC.
4. AC requests ACE’s parser to translate the BEAM document to a manifest and an
agreement.
5. AC requests to ACE to create a service based on the manifest and agreement.
6. AC requests to ACE to start the service
7. AC waits until creation and deployment has been completed on the cloud service
providers
8. After the deployment, AC retrieves the deployment status information from ACE.
9. AC stores the deployment status information in the AR.
AC is keeping tracks of the deployment status of all applications in AR, such that all other parts
of BASMATI can access the deployment status information from AR anytime that it is needed.
AC also supports changes to the deployment of applications based on new deployment plans.

4.2 Interoperability to Decision Maker
The Decision Maker (DM) is one of the high-level components of the BASMATI Brokerage
platform. The DM’s role is to organize the geographical placement of the services composing the
application. This objective is reached by the interaction of the Decision Maker with other
components in the BASMATI platform. Figure 2 (please note that the same figure is reported in
Deliverable 4.5 to describe the internal architecture of the DM) gives a graphical representation
of the context in which the DM operates. In terms of interoperability, the DM exports its
operations via REST APIs, and the data communication is done using JSON. The DM
interoperates with the following components:


Application Repository: to recover the static application information, including the SLA
template and functional description; to store and retrieve the generated action plan; to
store and retrieve the generated decomposition document
 Resource Broker: to trigger the resource brokering for an application and retrieve the
results.
Figure 2 Decion Maker’s Interactions
 Knowledge Extractor: to ask for prediction of
the consumed resource; to ask for prediction of the
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mobility of the user in relation to the application; to request a verification of the
generated action plan.
SLA Manager: to be informed about possible violations that happens for application.

5 Runtime Infrastructure Adaptation
5.1 Overview
Actual runtime adaptation decisions are taken by the Brokerage platform with the Hybrid
Infrastructure Management layer providing essential monitoring information and deployment
adaptation functions. The deployment adaptation functions are symmetrical with the primary
deployment function. Consequently, only the description of the acquisition of the monitoring
information and decision making procedures is required in this part.

5.2 Service-based Monitoring
To monitor a service’s performance values, the service owner or developer should provide the
descriptions of the methods by which values are to be gathered and evaluated. Command line
script methods are to be specified in the BEAM of the application and will be delivered to the
monitoring agent of each virtual machines. After deployment of the virtual machines, the
monitoring agents collect monitoring data for the application in addition to the more general
monitoring values. To support the various types of the monitored values, the data format for
the monitored values should be formatted as a string using JSON for example.
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The Monitoring collectors and the monitoring databases collect and store different kinds of
application monitoring data that can subsequently be accessed through federation monitoring
APIs by other platform entities requiring their evaluation.

5.3 Monitoring Data Evaluation
To evaluate the monitored information, evaluation functions and policies are to be provided by
the service owner or administrator. The evaluation functions include definitions of metrics,
thresholds, periodicity of checks, count of checks, and more. The evaluating functions should
process the monitored values and generate a resulting decimal value that may be used for
decision support concerning secondary actions such as scale out, scale in, redeploying with
alternative provisioning plans, or raising an alarm an error to the SLA manager and ACE.

5.4 Adaptation and Decision Workflow
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Figure 3 Violation management information flow

The high-level adaptation of an application is performed by the Decision Maker upon reception
of a violation from the SLA Manager. For example, the SLA Manager can detect a behaviour of a
service that does not fully comply with the service level agreed with the cloud user. In such case,
the DM triggers the process of adaptation. The actions of adaptation responses depend on the
type of violations. The actions that can be conducted by BASMATI are:
1. Redeployment: this will occur if there are fatal error which cause the application can’t
be run in the current deployment. If this happens, hybrid infrastructure management
should deploy the applications with different cloud service providers or different cloud
or cloudlet resources.
2. Scaling Up: when the type of violations caused by high utilization of resources, hybrid
infrastructure management should be able to automatically scale up the application’s
underlying infrastructure. The action should be able to do scaling up vertically and/or (if
possible) horizontally.
3. Scaling Down: On the contrary, if resource utilization is low, to reduce expense, hybrid
infrastructure management should automatically scale down the application’s cloud
resources.
For auto scaling to be working as intended, the SLA agreement should include the minimum and
maximum value of resource utilization parameters. Adaptation process involves the
optimization algorithms described in Deliverable 4.3. A sequence diagram depicting the
interaction of the basmati components, including the DM, in case of violation is given in Figure
3. Please note that a similar figure and description of the process is reported in Deliverable D2.3,
as the adaptation process was designed since the start of the project.
The federation-level violations will be raised by the SLA Manager, and communicated to the
high-level components of the BASMATI platform. In the above figure, the violation is
communicated to the Application Manager, but can be forwarded to the Decision Maker as well.
In either case, upon reception of a violation, alternative deployment plans may be considered to
satisfy the need of the application. These plans may have been prepared beforehand by the
Decision Maker (i.e. the so called proactive adaptability described in Deliverable 4.3) or
alternatively prepared on the fly. In this case, the Decision Maker makes use of the prediction
performed by the Knowledge Extractor and the resource information provided by the Resource
Broker. Subsequently, the selected plan is sent to the ACE Manager, which in turn realizes the
alternative deployment through the newly selected cloud providers or regions.

6 Conclusion
In this report, we presented the design specifications of the BASMATI Hybrid Infrastructure
management and the mechanisms for runtime infrastructure adaptation upon which it is based.
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In particular, we have described detailed management for heterogeneous clouds, cloudlets and
the runtime infrastructure adaptation mechanisms on those environments.
The work performed in this task has been very successful and has allowed a coherent model to
be attained which provides the basis for the automated management of resilient provisioning of
extremely hybrid infrastructure not only in a vendor and location agnostic manner but also
through coordinated inter-delegation between cooperating members of a cloud federation. The
detailed examination of federation topologies presented in the deliverable D4.1, when
considered in alignment with the work on federation monitoring present here, suggests that
further work could be performed in the future to explore the responsibilities of and architecture
required for the commercial coordination and management of specialised hybrid members of
such types of cloud federation and in particular relating to the need for highly specialised
monitoring and signalling systems for overall optimal performance and use of network
bandwidth and resources.

7
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