Public
© All Rights Reserved

HORIZON2020 FRAMEWORK PROGRAMME
TOPIC EUK-03-2016
“Federated Cloud Resource Brokerage
for Mobile Cloud Services”

D4.3
Multimodal Brokerage and Offloading: Design and
Specification
Project acronym: BASMATI
Project full title: Cloud Brokerage across Borders for Mobile Users and Applications
Contract no.: 723131
Workpackage:
Editor:
Author(s):

Authorized by
Doc Ref:
Reviewer
Dissemination Level

BASMATI Deliverable D4.3

4 Multimodal Brokerage and Offloading: Design and Specification
Jörn ALTMANN
SNU
Jörn ALTMANN
SNU
Emanuele CARLINI
CNR
Ganis Zulfa SANTOSO
ETRI
Ram GOVINDA ARYAL
SNU
K. Tserpes
ICCS/NTUA
D4.3
K. Tserpes
ICCS/NTUA
Public

Page i of vii

Public
© All Rights Reserved

Document History
Version
v01
v02

Date
13-01-2017
25-01-2017

v03
v04
v05

30-01-2017
05-02-2017
09-02-2017

v06
v07
v08

01-03-2017
15-03-2017
30-03-2017

V11

12-07-2017

V12
V17

25-01-2018
26-01-2018

BASMATI Deliverable D4.3

Changes
TOC
-TOC updated, and
- Chapter 3: Offloading
Decision maker Interaction
with other BASMATI
components
Chapter 3 was Modified
Chapter 1 was Added
Chapter1: Introduction was
completed
Chapter 4 added
Chapter 5 added
Techno-economic model driven
run time Optimization of
offloading Decision making was
added
ToC coordination with D3.5,
which is being prepared by
Emanuele (CNR)
Add a further fitness fucntion
Integrated final contribution
and re-checked content

Author/Affiliation
Baseem/SNU
Baseem/SNU

Baseem /SNU
Baseem/SNU
Baseem/SNU
Ganis/ETRI
Baseem/SNU

Jorn/SNU

Emanuele/CNR
Jorn/SNU

Page ii of vii

Public
© All Rights Reserved

BASMATI Glossary
Term/Acronym Definition
ACE

Amenesik Cloud Engine. The cloud service deployment tool through which
actual federation is achieved

BEAM

BASMATI Enhanced Application Model. An extension of the TOSCA
specification

ASP

Application Service Provider. A Federation user that rents resource services in
order to provide an Application services to End-users

Brokering

The matchmaking support provided by BASMATI platform to decide about
the best cloud resources to exploit for the execution of the back-end of
BASMATI applications. This activity regards the placement of the services or
data on computational resources and storages belonging to the cloud data
centre and the cloudlets within the federation.

BUDaMaF

BASMATI Unified Data Management Framework

Cloudlet

Limited capacity infrastructures with virtualization capabilities, often used to
support a limited amount of users or perform a limited set of operations on
behalf of the central cloud infrastructure that hosts the complete application

CP

Cloud Provider. The actor that provides the cloud infrastructure/resources,
such as VMs

CSP

Cloud Service Provider. The actor that provides cloud services on top of a rent
infrastructure from a CP

DASFEST

An 3-day long music festival taking place in Karlsruhe, Germany every July

Decision making The decision making supports the runtime placement of the components of
applications on resources, considering application requirements, user
requirements, and the set of available resources identified.
DM

Decision Maker

Edge resources

Resources aimed to operate specialized functionality, located at the "edge" of
the network infrastructure, thus, closer to the end users. Examples are
(clusters of) RaspberryPis or cloudlets

End user

A user who benefits the various application and infrastructure services
provided by the Cloud. Within BASMATI, the most typical example is
exploiting the Cloud federation via a mobile device (possibly a laptop) using
specialized apps or a web browser.

KE

Knowledge Extractor

Mobile cloud
services

Online services offered by cloud resources to support mobile apps. The
backend of the mobile apps.

Multi-Objective It requires an algorithm that can handle more than one objective function.
Optimization
The objective function can consider different economic values (e.g., time
cost, energy cost, and monetary cost) besides different technical values (e.g.,
execution time, delay). It is used to find an optimal solution.
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MVD

Mobile Virtual Desktop

Offloading

The ability of BASMATI platform supporting the runtime placement of the
components composing the front-end of BASMATI applications on edge
resources available nearby the end user. This activity takes place both when
edge and mobiles exchange one each other their own workload or when such
devices transfer some workload to the clouds or cloudlets. In BASMATI we
often distinguish Front-end offloading, related to the mobile part of
application, from Back-end offloading, concerning the server side of
applications. The latter roughly translates to the known concept of
Cloudbursting.

QoE

Quality of experience. It is a measure of a customer's experiences with a
service. It may be related to some aspects of the QoS and QoP, but can also
take into account other metrics.

RB

Resource Broker

Service
handover

Service handover refers to the activity of transferring an active service
between two computational resources (e.g. Cloudlets) with minimal or no
disruption on the availability of the service. Ideally, service handover is
transparent with respect to the user.

Situational
awareness

The ability of the BASMATI platform to recognise the “situation”
characterising the actual combined status of users, applications and
resources, aimed at achieving an effective and efficient management of
applications and resources.
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Executive Summary
This report provides the design of two software components, parts of the overall BASMATI
architecture, namely the resource broker and the decision maker, as well as their interactions.
Together, these two components decide on the placement of specific application services. In
particular, the proposed resource broker and decision maker aim at providing an optimal
placement of a set of application components on resources (i.e., cloud, cloudlet, and edge
computing device) that belong to a group of federated cloud service providers. Both
components consider the dynamic features of the environment (e.g., mobility of the user,
variable resource prices, and resource availability).
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1 Introduction
1.1 Overview on Service Placement
While cloud computing has turned to be a mainstream technology, it shows symptoms that
hinder its wider adoption by public and private sectors [20]. In addition to issues of security and
fear of losing control & ownership, concern of vendor lock-in is becoming a major obstacle [24].
Issues of economic nature like underutilization due to over-provisioning and like SLA violations
due to under-provisioning of resources come into play, while trying to meet often conflicting
objectives of performance and economic efficiency [20,22,32,34]. Besides, economics of scale
discriminates small providers making them unable to compete with larger providers in cloud
service market [18,25].
Cloud federation is considered as a way to address such problems by resource sharing that is
enabled by standard interfaces, protocols, and data formats. Cloud federation is simply defined
as a voluntary arrangement among a number of cloud providers with an objective to
interconnect their cloud infrastructures and enable resource sharing among each other [23].
The main purpose of any service placement middleware is to overcome the resource limitations
by optimally using the characteristics of available resources in a federation [1,21]. To do that, it
delegates the application execution (or a component of the application) to the best fitting
resource (e.g., a remote cloud, nearby cloudlet, edge device). There is a significant amount of
resource allocation frameworks, which were designed to address this issue [2-11]. Among the
popular objectives are: minimizing energy consumption [4-6], and reduction in execution time
[7, 11]. In addition to those, there are also combinations of those objectives: minimizing energy
and execution time [3, 9, 10], and minimizing execution time, cost, and network latency [2].

1.2 Purpose of this Deliverable
This deliverable presents the structure of the BASMATI service placement [23], which includes
the resource broker, decision maker, and their interactions. The design principles behind the
BASMATI service placement have been stated in deliverable D4.5. The BASMATI service
placement aims at providing runtime optimization of the allocation of the application
components onto available resources (e.g., clouds, cloudlet, edge computing devices). As it will
be detailed in the next sections of this report, the decision maker and the resource broker rely
on interactions between themselves and interactions with other components of the BASMATI
platform.
Considering a cloud federation [12,18,23], the selection of the cloud service provider, who can
provide the resources required to execute an application is a complex decision due to the
heterogeneity of the resources provided, costs, technology, and geographical location. In fact,
for deciding on the placement of a component of the application onto a cloud service provider,
a wide range of factors need to be considered that affect the decision [30]. This also includes the
BASMATI Deliverable D4.3
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application requirements and the objective of optimization. BASMATI, by means of the broker
and the decision maker, aims at making this decision of service placement.
The BASMATI run-time optimization of brokerage and decision making provides solutions based
on heuristics and artificial intelligence methods. To do that, the BASMATI broker leverages
information about the available resources belonging to federated clouds and provides a sub-set
of them to the decision maker. In detail, a ranked list of the available resources is provided by
the BASMATI broker. The decision maker exploits the information provided by the broker and
integrates them with user-specific information and application-specific information delivered
from other BASMATI components.
In this regard, the BASMATI resource broker and the decision maker provide:
1) Algorithms aimed at identifying the optimal set of resources to assign to the
components of the application.
2) Techniques for multi-objective, optimal service placement that makes adaptive
offloading decisions at runtime using techno-economic information.
The BASMATI resource broker, the BASMATI decision maker, and their interactions are
described and explained in detail in this deliverable.

1.3 Relationship to other Deliverables
As this deliverable provides the design of the resource broker and the decision maker for
deciding on the optimal placement of application components onto federated clouds, the
interaction of the decision maker and the resource broker with other components of the
BASMATI platform, as defined in the global architecture design deliverable (deliverable D2.3) are
important. Corresponding to this, this deliverable takes into account the results of another three
deliverables (Figure 1): (i) the design principles and requirements for considering adaptation,
which are listed in deliverable D3.5; (ii) the user mobility and the application model, which are
specified in deliverable D3.1; and (iii) the component requirements and the deployment
specification, which are detailed in deliverable D4.5. Furthermore, this deliverable feeds into
deliverable D4.5, steering the interaction with the platform.
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D2.3 - Global Architecture Design

D4.3 - Multimodal Brokerage and
Offloading: Design and
Specification

D3.5 - Server-and-Client-Side
Application Adaptation and
Reconfigurations: Design and
Specifications

D3.1 - Analysis and Modeling of
Users and Applications: Design
and Specification

D4.5 - Brokerage Platform
Dynamic Structure Design and
Specifications

Figure1. Relationship to other deliverables

1.4 Outline of Deliverable
The deliverable is organized as follows: Section 2 comprises the overall architecture of service
placement, focusing on the interaction between the decision maker component and the
resource broker component. In detail, it includes a detailed description of the interaction of the
decision maker and resource broker with the other related components in BASMATI platform
and a description of the dynamic features that have been derived from deliverable D3.5. In
Section 3 and Section 4, the description of the decision maker and brokering process are
presented, respectively. It defines the functionality, followed by a high-level description of the
component architecture, the component interfaces, and its specific sub-components. One of the
specific sub-components is the optimization algorithm of the decision maker. Section 5 presents
the advancements beyond the state-of-the-art of the two components. It comprises the
highlights and the challenges related to service placement, in particular to decision making and
brokerage.
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2 Overall Architecture of the BASMATI Service Placement
A simplified layered architecture for the BASMATI ecosystem is presented in Figure . A detailed
architecture and explanation of BASMATI ecosystem is provided by Altmann et. al. [12,14]. This
three layered architecture includes Provider Management Layer at the bottom providing
management functions for edge and cloud providers, Federation Management layer in the
middle that provides federation functions for cloud service providers, and Application
Management layer providing management functions to front-end and back-end applications.

Figure 2. Simplified BASMATI Architecture
The provider management layer includes components that are required to enable exploitation
of resources made available by different providers. Major functions at this layer include:
Identity, Accounting, Deployment, Monitoring, and SLA Manager. Identity is employed to
distinctly identify and provide access to resources to provide support for security, accounting
and billing [29]. Accounting component at this layer maintains a record of use of providers’
resources for charging and payment purposes. Deployment component is responsible for
accessing the services of cloud service providers through exposed APIs. Collection of monitoring
data, filtering it, aggregating and providing it to the federation management layer is performed
by the Monitoring component. SLA Manager maintains a list of SLAs agreed between cloud
service provider and federation.
The Federation Management Layer is responsible for handling various providers. It constitutes
three components: Federation Business Logic, Federation Monitoring, and Resource Broker.
Federation Business Logic enables applications to deploy and execute across provider resources,
manages federation level SLAs, and specifies revenue sharing methods among federation
members [26,27,31,33]. Federation Monitoring, in close coordination with monitoring
components at providers end, gathers information about applications and resources. The
Resource Broker component enables for, based on heuristics, the selection of resources that can
fulfill application requirements, from among various providers [15,28,32].
BASMATI Deliverable D4.3
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Application Management Layer is responsible for all the aspects of applications management
related to efficient allocation of resources from providers to BASMATI applications. It consists of
5 different components: Federation Data Management, Knowledge Extractor, Decision Maker,
Application Repository, and Application Controller. Application related data is managed by
Federation Data Management component. Decision Maker component performs optimization
function to identify deployment plans for efficient allocation of federation resources to
applications. It does this function in close relationship with Application Repository, Application
Controller, Resource Broker, and Knowledge Extractor. The Decision Maker component makes
the decision on service placement.

2.1 Interaction of the Decision Maker and the Resource Broker
For the decision making, the Decision Maker interacts with and makes use of information from
Application Controller, Application Repository, Resource Broker and Knowledge Extractor, as
shown in Figure 3. In detail, the process is as follows:
STEP(A) For any application, on request by the Decision Maker, the Resource Broker provides a
ranked list of resources where the application could be deployed or offloaded. The Resource
Broker gets in periodic contact with agents, who are installed in the provider servers to perform
benchmarking [15]. The Resource Broker collects these benchmarking results and based on
these results, generates the ranking of the resources that are used for developing application
placement by the Decision Maker.

Figure 3. Interaction of Decision Maker with other BASMATI components
STEP(B) The role of Application Repository is to maintain the description for the deployment of a
BASMATI application within the BASMATI federation. The deployment description is written in a
BEAM (Basmati Enhanced Application Modeling) format. This BEAM specification is based on
TOSCA (Topology and Orchestration Specification for Cloud Applications), an international
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standard that enables portability and operational management of cloud applications and
services throughout their lifecycle [16]. BEAM provides a simplification of TOSCA suitable for the
management and deployment of Mobile Applications in a Federated Cloud Scenario. The
Decision Maker receives the current BEAM file and reads the deployment description for an
application. Important parameters in an application description (BEAM) those are of interest to
the Decision Maker include requirement specification (e.g., CPU in number, memory capacity in
GB) for all the nodes, and information about existence or non-existence of internode
relationship for data communication among pair of nodes.
STEP(C) After performing the optimization process, the Decision Maker modifies the
deployment description. The new BEAM file, containing new deployment description, is
submitted to the Application Repository. This can, then, be used by the Application Controller
for execution of placement or offloading of the Application.
STEP(D) The Knowledge Extractor provides user mobility pattern and application behavior to the
Decision Maker. These information forms an important part of the parameters for the Decision
Maker for generating an optimal application deployment plan. These parameters include: (i)
predicted number of users at various points of interests (POI) specified in geo-codes (latitude
and longitude); and (ii) predicted application behavior that includes execution time, memory
consumption and CPU utilization. The Knowledge Extractor predicts these values based on
prediction meta-model, implementing a combination of regression, deep learning, and decision
trees method. It, then, provides these predicted behaviors of user and application to the
Decision Maker.
STEP(E) Within the context of the Decision Maker, the SLA Manager performs two actions. First,
when an SLA is established with the application provider, it initiates Decision Maker for
generating the application deployment plan. Second, during application life cycle, on potential
SLA violation condition, it triggers the Decision Maker for the re-generation of an optimized
application re-deployment or offloading plan to avoid or respond to potential SLA violation. To
detect potential SLA violations, it receives input from the Federation Monitoring.
STEP(F) and STEP(G) The federation monitoring receives information from various resources that
belong to the federation and applications. It works in close coordination with the monitoring
agents operating at the management layer of provider’s data center to get information about
the resource utilization. It also coordinates with BASMATI applications running in the BASMATI
ecosystem to get information about the application performance. The result generated by the
this module is processed by Knowledge Extractor and SLA Manager, to provide feedback to the
Decision Maker for optimized decision making with regards to application placement.
STEP(H) The Application Controller performs the task of managing the application life cycle.
Three important tasks are performed by the Application Controller. These tasks include: (i) task
of initial deployment (birth), where it takes deployment plan from the Decision Maker and
BASMATI Deliverable D4.3
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performs the actual deployment according to the best plan as mentioned by the Decision Make,
(ii) task of application migration, where in events of potential SLA violations, it receives redeployment plan from Decision Maker and migrates the application VM as per the plan, and (iii)
task of stopping an application (death), where at the end of application lifecycle, the application
is stopped from running in the BASMATI ecosystem.

2.2 Design Principles and Concepts
Service placement decision making mainly revolves around three components: Decision Maker,
Resource Broker, and Knowledge Extractor. This distinction is one of the major contribution of
the study and an important feature of the BASMATI federation architecture. This design caters
the need for three important considerations adherence to: system engineering principles,
optimization improvement, and adaptation mechanisms.
2.2.1 System Engineering Principles:
From the above discussion, it is obvious that there is a clear distinction among the works of the
three components. Knowledge Extractor performs a prediction function, Resource Broker
maintains and regularly updates comprehensive information of provider resources, and Decision
Maker takes input from these two components to make an optimized deployment plan for the
BASMATI application. Such a design, in which closely related tasks are put together in one
component and distantly related tasks in other components, enhances system modularity,
which is a desired design principle in system engineering [17]. It allows independent
performance optimizations.
2.2.2 Optimization Improvement:
The multi-objective optimization problem requires consideration of a number of constraints
beyond that are considered in the decision variable (solution) of the proposed model as
discussed in section 3.4. Those include constraints related to legal requirements, resource
capacity, resource availability, and federation agreement between providers. All of these are
related to provider resources. If we implement all these parameters in our objective function of
the Decision Maker, it makes the optimization process unnecessarily complex and
computationally challenging. Having information associated with these parameter values allows
us to know whether a particular resource is usable or not usable. This is of the nature of equality
constraints rather than inequality constraints that could add further value to the optimization
problem.
Thus, in the proposed model, optimization problem is broken down into two layers, in which
they are carried out by Resource Broker and Decision Maker, consecutively. Aforementioned
equality constraints, to the provider resources, are applied in the first layer. Those provider
resources that pass the first layer of constraint checking are only considered for design variable
(solution) in the second layer, where application of inequality constraints are also performed.
Limiting the potential resources to only those that pass aforementioned equality constraints will
make the optimization problem simpler with limited parameters in the design variables
BASMATI Deliverable D4.3
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(solution) and reduction in the length of chromosome. This allows us to find a solution that is
closer to optimal solution in less number of iteration, thereby improving the optimality of
solution and performance of the optimization process.
2.2.3 Adaptation Mechanisms:
The adaptivity for service placement in the Decision Maker component is built on two main
concepts (Their full motivation and architectural details can be found in deliverable D3.5): The
first concept is the data gravity analogy, an analogy to assess the importance of data in the
placement decision, considering data sources as attracting computation towards itself.
Practically, as moving data far and frequently impacts performance, it makes sense for services
to follow the data, and, as a consequence, the data generators (i.e., the people in the context of
BASMATI).
The second concept is related to services failures and misbehaviors [19]. In order to provide
practically relevant resource allocations to customers, a cloud federation system must be built
expecting failures. As the chance of failure increases as time goes on, there is a need for viable
application deployment alternatives, which can be engaged and deployed to handle differing
degrees of failure. Furthermore, the application model must not just provide a single solution
but a collection of alternatives that can possibly be non-overlapping solutions.
The above concepts are enabled by the BASMATI platform through a set of operations, which
operatively results in the interaction of a number of components to produce information on the
status of the platform and applications. One core operation is the identification of future
workload parameters (including macro and micro user mobility) and different modes of the
application operation. Such mechanism is performed by the Knowledge Extractor component,
which will consider parameters that may cause performance bottlenecks. Another aspect is the
continuous monitoring and updating of the user, application, and environment. Further, a
proper identification of the available resources in the cloud federation is performed by the
Resource Broker that is described in Chapter 4.
All these sources of dynamic information are used by the decision maker to produce the service
placement plans at run time, driven by an optimization method that minimizes the cost and
achieves the best performance under the current environment. The details of the optimization
process are detailed in Chapter 3.

BASMATI Deliverable D4.3
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3 Decision Maker
3.1 Functionality of the Decision Maker
The main objective of Decision Maker is to decide on the most optimal allocation of resources to
application running in BASMATI platform. Whether or not an allocation is optimal may be
decided based on how the user or customer assigns relative importance to different factors like
cost of operation, latency, and geolocation of data center.
Table 1. List of optimization objectives
Objectives

Description

Cost Minimization

Choose provider resources such that user or application
requirements are fulfilled in minimal cost.

User
support Chose VM instances with higher number of CPU and
Maximization
memory capacity so that it can support for more number
of users
Latency
Minimization

Choose a mix of provider resources such that it
minimizes internode distance and hence latency

User
footprint Choose instances such that they are located closer to
Maximization
Point of Interests (POI) where the users are high.

Maximization or minimization of these objectives during the optimal resource allocation
decision process is termed as objective function. As the decision can require consideration of
more than one objective, the Decision Maker has to handle a multi-objective optimization for
service placement.
The result of the Decision maker is to provide the optimal service placement on the federated
clouds. That means it should:
1. Determine where each component of the application has to be placed (BASMATI’s
Federated Clouds, Cloudlets, or the Edge Computing devices)
2. Be able to make adaptive decisions at runtime by considering the dynamic changes in
the environment. The environment includes resource availability, network condition,
application behavior, and user context.
Considering the above-mentioned objectives, the Decision Maker should be provided with the
following features and functionalities in order to make an efficient offloading decision:



Decision Maker should be aware of the user requirements.
Decision Maker should consider the application requirements including functional (e.g.,
related to data management and QoS) and non-functional (e.g., security, privacy).
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Decision Maker should consider the application type in terms of being resourceintensive, data-intensive, and computation intensive.
Decision Maker should be provided with the available resources with their specifications,
features, and cost.
Decision Maker should be aware of the potential changes of the environment (i.e.,
available resources, bandwidth conditions, user mobility, and application behavior).

3.2 Architecture of the Decision Maker
The architecture of the Decision Maker is simple. It only comprises of the optimization
mechanism (see Section 3.4) and the interfaces to the other BASMATI components (see
Section 3.3).

3.3 Interfaces of the Decision Maker
In order to understand the interfaces of the Decision Maker the communication with other
BASMATI components (i.e., the interaction scenarios) and the input parameters have to be
considered.
3.3.1 Interaction Scenarios
The interaction of the Decision Maker can be described with two different interaction scenarios
in BASMATI ecosystem. These scenarios are: (i) the application deployment scenario; and (ii) the
application lifecycle management scenario.
Scenario 1: Application deployment scenario
The application deployment scenario can be described with a sequence diagram, which is
depicted in Figure 4.

Figure4. Sequence diagram for application deployment scenario
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The sequence diagram contains the sequence of activities that the Decision Maker follows in the
communication with other BASMATI components. The sequence of activities for the application
deployment scenario is:
1. Initiation of deployment
a. Application Provider initiates the deployment of its application in the
BASMATI Federation. After establishment of a SLA with the application
provider, the Decision Maker is notified for starting the deployment.
2. Evaluation of optimum deployment plan
a. The Decision Maker gets the application description from the Application
Repository.
b. The Decision Maker gets application and user behavior from the
Knowledge Extractor.
c. The Decision Maker gets potential allocations for application in the form
of ranked list of resources from the Resource Broker.
d. The Decision Maker executes its optimization algorithm to develop the
optimum plan for the deployment based on the information that it
received in steps 2a, 2b, and 2d.
e. The Decision Maker enters the new plan as application deployment
description (BEAM file) and updates the BEAM file in the Application
Repository.
3. Trigger execution of deployment
a. The Decision Maker, after receiving confirmation about update of
application deployment description file (BEAM file) from Application
Repository, triggers the Application Controller for the execution of
application deployment.
Scenario 2: Application life cycle management scenario
The application life cycle management scenario can be described with a sequence diagram,
which is depicted in Figure 5.

Figure 5. Sequence diagram for application lifecycle management scenario
BASMATI Deliverable D4.3
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Unlike in the application deployment scenario, in this scenario, the application controller
notifies about a SLA violation and requests the decision maker to start a new deployment
process with different resources to be considered. For the evaluation of optimum deployment
plan and the trigger execution of deployment, the sequence of activities takes place in the exact
same order as in the application deployment scenario.
3.3.2 Input Parameters
The Decision Maker requires gets input from other modules (Figure 3) to solve the optimization
problem. These inputs are related to provider resources, data centers, application, and user
footprint.
Inputs related to provider resources are received from the Resource Broker, and they includedatacenter id, instance type (memory size, cpu number, storage capacity), available number of
instances, cost per hour, and rating. The provider resources related important parameters are
listed in Table 2.

Table 2. Input parameters to the Decision Maker related to provider resources
Parameters
1. Resource_ID

Source
Resource Broker

2.
3.
4.
5.

Resource Broker
Resource Broker
Resource Broker
Resource Broker

Data_center_id
Instance_type
Memory_size
CPU_number

6. Storage_capacity

Resource Broker

7. Available_number

Resource Broker

8. Cost_per_hour

Resource Broker

Description
Unique identifier for (provider-data centerinstance type)
Unique identifier for provider-data center
Instance type within a data center
Memory size of particular instance type
Number of CPU offered for particular instance
type by provider
Storage capacity offered for particular instance
type by provider
Maximum number of instances of particular type
available at a data center
Cost per hour for particular instance type

Similarly, application-related inputs are received from the Application Repository and they
include node details (node id, number of CPU, memory size, storage capacity) and node
dependency. The input parameters related to the node details of the application requirements
are listed in Table 3.
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Table 3. Input parameters related to node details of the application requirements
Parameters
1. Node_ID

Source
Application Repository

Description
Unique identifier for a particular VM
required by application
2. Cpu_number
Application Repository CPU requirement(in number) specified for a
particular VM
3. Memory_size
Application Repository Memory requirement (in GB) specified for a
particular VM
4. Storage_capacity Application Repository Storage requirement (in GB) specified for a
particular VM
Relationships between any two nodes of an application are important for the decision making.
For example, Database node and Application Server are closely related to each other and,
hence, placing them in same data center improves the application performance. These
relationship parameters are captured through input parameters listed in Table 4.

Table 4. Input parameters for node-node relationships of applications
Parameters
1. Node_ID_1
2. Node_ID_2

Source
Application Repository
Application Repository

Description
Unique identifier for first VM (node) in relationship
Unique identifier for second VM (node) in
relationship

Data center related inputs are received from the Resource Broker, and they include data center
id, geo-location (latitude, longitude), owner, and zone of the data center. The input parameters
are listed in Table 5.

Table 5. Important parameters relating to provider data center for optimization
Parameters
1. Data_Center_ID
2. Provider Name
3. Zone
4. Location_lon
5. Location_lat

BASMATI Deliverable D4.3

Source
Resource Broker
Resource Broker
Resource Broker
Resource Broker
Resource Broker

Description
Unique identifier for provider data center
Name of Cloud Service Provider
Zone (location) where data center is located
Geocode (Longitude) of data center
Geocode (Latitude) of data center
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Input related to application foot print is received from the Knowledge Extractor, and they
include: geo-location (latitude, longitude) of point of interest, and predicted number of users in
that location. The input parameters are given in Table 6.

Table 6. Input parameters related to user behavior
Parameters
1. POI_ID
2. POI_longitude
3. POI_Latitude
4. Users

Source
Knowledge Extractor
Knowledge Extractor
Knowledge Extractor
Knowledge Extractor

Description
Unique identifier for point of interest
Geocode (Longitude) of point of interest
Geocode (Latitude) of point of interest
Predicted number of users in particular POI

3.4 Optimization Problem of the Decision Maker
The service placement decision making can be considered as a multi-objective optimization
problem. A multi-objective optimization is the process of simultaneously and systematically
optimizing a collection of objective functions [36]. A multi-objective optimization problem for
BASMATI Decision Maker can be expressed as:
( )
Subject to

( )
( )

( )

( )
and

( )

where,
is a vector of resource-mix and is the number of independent resources .
( ) is a vector of objective functions like cost, time, and latency. ( ) is the kth objective
function, where is the number of objective functions.
is the number of inequality
constraints and is number of equality constraints.
3.4.1 Optimization Algorithm
Our algorithm for optimization is based on a Genetic Algorithm. Genetic Algorithms are
evolutionary algorithms that mimic the process of a natural evolution. With each generation or
iteration, the solution approaches more towards an optimal (or desired) solution. Genetic
algorithms can be adapted to solve optimization problems that consist of multiple objectives,
too.
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Our BASMATI genetic algorithm in generic form is:
Inputs:

Application requirements, available resources, user prediction, and
weight values for all objective decision parameters

Output: Application deployment plan (mapping of federated resources to
application components
Step 1:

Generate population of 1000 individuals at random that represent the
deployment plans (section 3.4.2).

For i = 1 to Max_Gen
Step 2:

Evaluate the fitness of each individual (deployment plan)
based on their relative values of cost, CPU numbers, memory
size, internode distance, point of interest (POI) to node
distance, and predicted users at each POIs (section 3.4.3).

Step 3:

Perform selection of individuals based on their fitness values
using tournament selection method (section 3.4.4)

Step 4:

Perform crossover and mutation of selected individuals and
produce offspring (new population) (section 3.4.4).

End for
Step 5:

Choose the individual with the best fitness value for the deployment
plan.

Step 6:

Generate application deployment plan based on this selected
individual in the required format (BEAM)

3.4.2 Design of Solution Variable and Population Generation
The formulation of the design variable is very important in developing an optimization algorithm
based on a genetic algorithm. Figure 6 shows a formulation of a solution variable and mapping
of the services (virtual machines) to available resources (instances). There are 3 cloud service
providers having altogether 10 resource types. The application, which needs to be deployed in
BASMATI ecosystem, has requirements for four VM nodes with varying specifications (e.g., CPU,
memory).
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Figure 6. Formulation of the solution variable for the genetic algorithm

Before the application can be deployed, we need a deployment plan that maps the application
components to provider resources. This mapping has to be done optimally as per the
application’s optimization objectives.
In order to design the chromosome for the genetic algorithm for optimization, we index all the
available instances and represent them with the binary conversion of corresponding indexes.
Binary representation should be padded with required number of ‘Zeros’ to make them uniform.
Now an individual chromosome can be generated by making a string of randomly generated 0s
and 1s. The length of the string is made equal to the number of characters required for binary
representation of an instance multiplied by the number of VM nodes required (Figure 6). We
repeat the process for a number of times equal to the desired population size.
3.4.3 Evaluation of Fitness of Individuals (Deployment Plans)
As the optimization problem to be solved by the BASMATI Decision Maker has multiple
objectives, the genetic algorithm is adapted to include multiple fitness functions. In order to do
so, the most common approach is to perform Scalarization, which is a way of converting a multiobjective problem to a single objective optimization problem [36] such that optimal solutions to
the single-objective optimization problem are Pareto optimal solutions to the multi-objective
optimization problem [37].
The optimization problem of the BASMATI Decision Maker is scalarized by using weights to each
of the fitness functions for cost, latency, user support, and user footprint. The weights
associated with each fitness function represent the preference of the Decision Maker (or the
application provider) for the respective optimization objectives. Scalarized form of the fitness
function for Decision Maker is expressed as:

()
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where, ( ) is the overall fitness of ith individual (deployment plan). ( ), ( ), ( ), ( ),
and ( ) are individual fitness values for cost, CPU, memory, user-node latency, and inter-node
latency, respectively. Similarly, , , , , and are weights assigned with cost, CPU, memory,
user-node latency, and inter-node latency respectively.
Evaluation of Cost Fitness
Cost fitness is evaluated as a relative function, and its value is normalized between 0 and 1. It is
expressed as:

()

(

()

(

(

(
)

(

))
))

( ) is the cost of ith deployment plan calculated as
where ( ) is the cost fitness function.
(
) and
(
) are the cost of
the sum of cost for all the resources. While
cheapest and most expensive solution among all the individuals (deployment plans) in the
population.
Evaluation of CPU Fitness
CPU fitness is evaluated as a relative function, and its value is normalized between 0 and 1. It is
expressed as

()

()

(
(

(

(
)

(

))
))

( ) is the number of CPUs of ith
where ( ) is the CPU fitness function. Similarly,
solution calculated as the sum number of CPU counts for all the resources. And,
(
) and
(
) are the number of CPU counts of solutions having the
lowest and the highest number of CPU counts among all the individuals in the population.
Evaluation of Memory Fitness
Memory fitness is evaluated as a relative function, and its value is normalized between 0 and 1.
It is expressed as:

()
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( ) is the total memory size of
where ( ) is the memory fitness function. Similarly,
(
)
ith solution calculated as the sum of memory size for all the resources. And,
(
) are the numbers of the total memory size of solutions having the lowest
and
and the highest number of memory counts among all the individuals in the population.
Evaluation of user-node latency Fitness
User-node latency calculation is based on the distance from the location (data center) to POIs
and number of users in the point of location summed for each POIs. Its fitness is evaluated as a
relative function, and its value is normalized between 0 and 1. It is expressed as:

()

(

()
(

(

)

)
(

))

where ( ) is the user-node fitness function.
( ) is a measure of how much the
choice of resource influences the latency. It is calculated as the sum of the product of the POIs
to the resource distance (based on geocodes of the data centers and POIs) from and predicted
(
) and
(
)
number of users in the respective POIs. Similarly,
are the latency for solutions having the lowest and the highest values.
Evaluation of inter-node latency Fitness
Inter-node latency calculation is based on the distance between any pair of nodes that have
dependency in terms of data communication. Its fitness is evaluated as a relative function, and
its value is normalized between 0 and 1. It is expressed as:

()

(

()
(

(

)

)
(

))

where ( ) is the inter-node fitness function.
( ) is a measure of how much the
choice of instances influences the latency with respect to data communication between the pair
of nodes. It is calculated as the sum of resource to resource distance (based on geocodes of data
(
) and
(
) are the measure of latency of
centers). And,
solutions having the lowest and the highest values.
Evaluation of user coverage Fitness
The coverage evaluates how good a chromosome satisfies the various users in the area of
interest for the given application, or in other words represents the fraction of users that can
access in a satisfactory way to the application services. To perform this count, the area of
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interest is discretized into geographical tiles, and the coverage is computed by summing up the
users satisfied per each tile. The final value of the coverage is a value normalized between 0 and
1, and is computed as the following:
()

()

where the
( ) is the numer of users satisfied by the given chromosome, and
total_users is the prediction of the potential interested used in the area of interests. In
BASMATI, the latter is provided to the Decision Maker by the Knowledge Extractor.
3.4.4 Parent Selection and New Population
There are a number of ways how the selection of parents could be done for creating offspring.
Widely discussed methods in the literatures include Random Selection, Rank Selection, FitnessProportionate Selection, and Tournament Selection. We use K-way tournament selection
method for this problem. From the list of solutions, 3 individuals are selected at random and
one best among these are selected as a parent. Same process is repeated for selecting the next
parent.
A new set of solutions (offspring) are generated by the crossover and mutation process of
solutions (parents) selected by the tournament selection process.
Crossover
The chromosome of individual solution in the set of solution (population) is represented by a list
of length n, whose elements are either 0s or 1s. Crossover can be thought of as analogous to
natural phenomenon of reproduction. We implement two-point Crossover for the reproduction
of a new solution. In this method, two points (list index) in chromosome of an individual solution
are selected at random. The elements that lie within these two indexes in the list are swapped
between two parent solutions and an offspring is created.
Mutation
Mutation is performed to maintain the diversity in the properties of the solution. We make a
tweak to a randomly chosen parent (solution) with very low probability. Parents are chosen for
mutation operation with a probability of 0.2 and every bits (elements) of the parent (solution)
list is flipped (from 0 to 1 and vice versa) with a probability of 0.05. This is expected to maintain
the diversity of the solution and to avoid the selection of random solution.
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4 Resource Broker
4.1 Functionality of the Resource Broker
The major function of the Resource Broker is aiding the Decision Maker in the decision of service
placement. To support that function, resource broker should also organize lists of available
resources per Cloud service provider (CSPs). Other functions, such as monitoring the resources
[14], are handled by other components in BASMATI.
In BASMATI, brokering happens not only when there is a request from external components but
from the inside of broker itself. This is necessary as there is a chance that after some period of
time, there are cheaper and/or stronger resources available for the applications. Therefore, in
BASMATI, there are two modes in Resource Broker:
1. Normal Mode: When the Decision Maker requesting a ranked list of resources from the
Resource Broker. The broker provides resources that follow the requirements asked by
the Decision Maker.
2. Dynamic Mode: If the Resource Broker detects there are better resources available for
deployed applications, the Resource Broker informs the Decision Maker about those
resources.
To provide the lists of best resources for applications and BASMATI, the Resource Broker should
consider the following factors:
1.
2.
3.
4.
5.
6.

Available resources,
Remaining quota from Cloud service providers,
Application’s requirements and priorities,
Alternative requirements from the Knowledge Extractor and the Decision Maker,
Past allocations feedback, and
Financial profit.

4.2 Architecture of Resource Broker
The internal architecture of the Resource Broker can be seen in Figure 7. There are 4 subcomponents inside the Resource Broker that are working together to realize the functions of the
Resource Broker. The details of each sub-component are going to be described in each
subsection.
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Figure 7. Architecture of the Resource Broker
4.2.1 Brokering Logic
In essence, the Brokering Logic is the brain of the Resource Broker. It is responsible for
determining the working flow of the Resource Broker. The functions of the Brokering Logic are
highly relevant to the Resource Broker’s interaction with the Decision Maker, which are: (1)
Interpreting requests from the Decision Maker; (2) if necessary, adjusting requirements and
priorities inside a request; and (3) deciding if there are better lists of resources for a
deployement plan.
4.2.2 Resource Selector
The Resource Selector serves as the interface between the resource repository and other
components. It has three functions: (1) generating queries to repository; (2) balancing load to
repositories; (3) detecting changes in repositories thus activating the dynamic mode.
4.2.3 Resource Repository
The Resource repository is the only subcomponent in the Resource Broker that is not stateless.
It is separated from other subcomponents for the flexibility in development. The main objectives
of this subcomponent are: (1) indexing and listing resources; (2) keeping the resources ranked;
(3) storing results for requests from the Decision Maker.
4.2.4 Optimization Mechanisms
The optimization of the Resource Broker is handled by this subcomponent. However, the
objective is not to optimize the speed of execution in the Resource Broker but to optimize the
precision of the ranking of resources. To make a precise ranking, the Optimization Mechanism
considers information about: (1) SLA violation, for punishing the resources that do not follow
the initial agreement; (2) SLA fulfillment, for rewarding resources and CSP that follow the initial
agreement; and (3) time of events, for make the score more relevant to the current situations.
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4.3 Interfaces of the Resource Broker
To realize the functions of the Resource Broker, the Resource Broker needs to communicate
with other components in BASMATI. The interactions of other components with the Resource
Broker are shown in Figure 8. The interface to and from Resource Broker is Restful API. The
suggested formats are JSON or XML.

Figure 8. Interaction of the Resource Broker with other BASMATI components
The components that interact with the Resource Broker are:
-

-

-

Decision Maker: It requests ranked lists of resources from the Resource Broker. The
requests from Decision Maker should include hardware and software requirements,
budget, SLA requirements, and location preferences. The Resource Broker should return
the list of resources, and these resources are chosen by the Decision Maker to create
deployment plans for applications.
SLA Manager: The SLA Manager informs, if there is a violation or fulfillment of SLA for
an application. The input contains information about violation’s starting time, duration,
severity, and resource identification.
Application Repository: The Resource Broker asks the Application Repository about
what are the active and running applications. This information is important for the
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-

Resource Broker, because, for efficiency, in the dynamic mode, the Resource Broker
should only look for better resources for active and running applications
Cloud Provider Manager: The input is related to the data about resources and cloud
service providers in BASMATI including the pricing schemes. This information gives the
Resource Broker the knowledge about available resources in terms of specification and
budget.

4.4 Workflow of Brokering
4.4.1 Normal Mode
In the first mode, the normal mode, the workflow is initiated by an external component, which
is the Decision Maker as shown in Figure 9.

Figure 9. Workflow of normal mode in Resource Broker
The steps required in this mode are:
1. The Decision Maker asks the Resource Broker about a ranked list of resources. The input
includes (but not limited to) hardware and software specifications, priorities, budget,
SLA requirements, and location preferences.
2. The input from Decision Maker is accepted by the Brokering Logic, which tries to
interpret it and send it to the Resource Selector.
3. Resource Selector generates the query to select resources that satisfy the requirements.
There are multiple repositories in the Resource Broker, and the Resource Selector
selects the least busy one to balance the load.
4. Resource Repository runs the query and returns the result to the Resource Selector. The
Resource Repository also save the request and its results to its repository.
5. The Resource Selector returns the result back to the Brokering Logic.
BASMATI Deliverable D4.3
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6. Brokering Logic receives the results from Resource Selector. If required, the Brokering
Logic may contact the Resource Selector again. If everything is satisfied, the Brokerage
Logic returns the result back to the Decision Maker.
4.4.2 Dynamic Mode
The other mode of the Resource Broker is called the dynamic mode. The dynamic mode is a
mode, in which the Resource Broker is actively looking for better resources for deployed
applications in BASMATI. In this mode, the initiator is the Resource Broker itself. However,
randomly activating dynamic mode is not smart and prone to be a time wasting activity. Thus,
the Resource Broker is in the dynamic mode, only when there are changes in its resource
repository that potentially modify the rank of resources for deployed applications. The flows of
dynamic mode are described in Figure 10.

Figure 10. Workflow of dynamic mode in the Resource Broker
The detailed explanation of the workflows is:
1. The Resource Selector detects inputs from external components that can modify the
state of resources in the Resource Repository. The Resource Selector creates queries to
get the previous and new results about the ranked list of resources.
2. The Resource Repository runs the queries and returns the result to the Resource
Selector.
3. The Resource Selector gets the results and forwards it to Brokering Logic.
4. The Brokerage Logic compares the results and, if there are differences, the Brokerage
Logic forwards it to the Decision Maker to suggest that there are better resources than
the one that have already been used in the respective deployed applications.
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4.5 Dynamics of the System
There are many possibilities of failure or misconduct that can happen during resource broker’s
lifetime that can change its initial flow. In case of a failure, the resource broker should smartly
adapt to it. Thus, it is important to categorize the possible failures to prepare the smart
response from the Resource Broker.
Since the Resource Broker is a component that depends on other components, the source of
failures can also be external. Even though the Resource Broker does not have control about the
erroneous external components, the Resource Broker should not break down and, instead,
should continue working appropriately.

Table 7. List of potential failure considered for resilience
No Failure’s Description
1
Invalid format of input from external
components
2
No available resources fit the requirements
3
Optimization algorithm inefficiently taking too
long
4
Different instance identification between
components
5
Disconnection between resource selector and
resource repository
6
Disconnection between resource broker and
external components

Source
External Components

Severity
Low

Resource Broker

Low
Medium

External Components
and Resource Broker
Resource Broker

High

External Components
and Resource Broker

High

High

The severity of failures is based on a few criteria: (1) the difficulty to fix it; and (2) the fulfillment
of Resource Broker’s functions. Therefore, even though failure no 3 can potentially make the
Resource Broker not functioning at all, it is relatively easy to fix or to avoid it. Therefore, it is
rated with medium severity. However, for failure no. 4, 5 and 6, the severity is high, because it
makes the Resource Broker unable to perform its functions and it is not easy to be fixed.
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5 Advancement beyond the State of the Art
One of the challenges for the sustained and effective operation of the federation is optimized
use of resources that meets multiple objectives of application providers and federation
operator. The fact that every application is unique in term of optimization objectives makes the
process of optimal resource allocation to the application more complicated.
We presented two components (the Decision Maker and the Resource Broker) that optimize the
service placement for the BASMATI federation architecture. With each iteration, our proposed
algorithm provides a more optimal solution for identifying best matches of cloud service
provider resources to application.

5.1 Further Developments for BASMATI
The description of the decision making process, including the architecture, the interaction with
other BASMATI components, the APIs, the input parameter, the output parameter, and the
decision making algorithm, are new and have been developed within the framework of
BASMATI. The techno-economic model that drives the runtime optimization of the service
placement is also new.

5.2 Challenges and Highlights
One of the service placement challenges is to determine the appropriate granularity of
component placement. The higher the number is, the more accurate the service placement will
be. At the same time, however, a high number of services increases the computational load for
finding the optimal service placement. Due to the artificial intelligence and heuristics
approaches applied, a new contribution could be provided. This became only possible with the
separation of the tasks of the Decision Maker and the tasks of the Resource Broker.
Similarly, a high number of diverse computing resources contributes to the computational
overhead for finding the optimal service placement. For this, we introduced the heuristic
concept of grouping resources into resource types, which has been performed by the Resource
Broker.
Finally, a continuous monitoring of the user, application, and environment makes the service
placement highly responsive to changes in the environment and, therefore, accurate. This
requires a significant run-time monitoring capabilities, which comes with high computational
cost. To understand the trade off, we will perform measurement experiments.
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