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Executive Summary
Throughout the project’s duration experiments and pilots will result in the generation of
datasets. Apart from the value that they add to the project itself, these datasets may benefit
other communities too, including research communities and businesses. It is therefore
meaningful to making them publicly available. Furthermore, opening the data is meaningful
also as the means to allow the interested communities to evaluate and extend the outcomes
of the project. BASMATI, as a responsible research project, is committed to return value to
the community through various ways and opening its generated data is one of them.
This report presents the BASMATI strategy to achieve this goal, including the understanding
of the data that the project will generate, the ways to collect and organize them, curate
them, make them available and support the community in using them, even after the project
ends. It discusses the main obstacles and risks and assigns responsibilities to partners for
implementing this task.
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1

Introduction

A Data Management Plan (DMP) is a formal project document which outlines the handling of
the data sources at the different project stages. The H2020 guidelines [1] provide an outline
that has to be addressed. The DMP covers how data will be handled within a project frame,
during the research and development phase but also details the intentions for the archiving
and availability of the data once the project has been completed. A few, yet key points
related to data management will have to be decided at a later stage in the project. These key
points are mentioned and analyzed in this report.
A guiding principle in this DMP is related to the opening of the data to the public, initially
through the BASMATI portal and gradually through the integration with major open data
portals namely the European Open Data Portal, CKAN and the Korean official open data
portal (https://www.data.go.kr/). Provisions to facilitate this migration are explained in this
document as well as the processes to enable the support of the datasets through a long
term plan. Among others, the Consortium is planning to emphasize on opening 3 datasets,
namely user location data, semantic trajectories and resource utilization data. The rational
for selecting these as well as the approach for assembling and making available the datasets
are explained in the first sections of the document. Another key decision of the Consortium
is to adopt the DCAT-AP standard in order to expose the metadata of the portal where the
datasets will be hosted and allow for a smooth integration with large European open data
repositories. By doing so the BASMATI DMP covers 4 out of the 5 key aspects (dataset
reference name, dataset description, standards and metadata, data sharing) as specified in
[1] as integral parts of the platform.
The report D8.2 is tightly coupled to the contents of the D2.2 Use Cases Analysis report
which it used as input to analyze the data needed by the use cases. It is also expected to
contribute to the Market D7.2 Analysis and Business potential report which will further
investigate the issue of licenses. Although some licenses are proposed here, they will have to
be revised based on the understanding of the responsible partners’ market strategy.
The current document structure is largely inspired by the Data management planning for
ESRC researchers [2] provided by the UK Data service. In particular its structure is a direct
reflection of the proposal of the topics that the UK Data service recommends, namely:
1.
2.
3.
4.
5.
6.
7.
8.
9.

Assessment of existing data
Information on new data
Quality assurance of data
Security And Backup of data
Management and curation of data
Difficulties in data sharing and measures to overcome these
Consent, anonymization and strategies to enable further re-use of data
Copyright and Intellectual Property ownership
Responsibilities
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The reason for adopting this structure can be sought in the experience that the UK Data
service has accumulated over the years in DMPs and open data policies, as well as in its clear
and easy-to-understand organization.

2 Assessment of existing data
The BASMATI data will be mainly created through the execution of pilot applications and the
implementation of specific use cases. However, this doesn’t mean that the project will rely
solely on these data, but rather will seek existing datasets to conduct the experiments at
various levels. The project will investigate the possibility to extend/enrich these existing
datasets with data generated during the pilots’ execution. The criteria upon which this
decision will be made (to use existing data or create new) include factors such as the effort
needed from the consortium’s side to contribute to the datasets at this late stage of the
project (the pilots are planned for the end of the project), as well as the extent to which a
contribution with these datasets will actually add value.
In what follows we list and distinguish the data that will be generated by the project into
two main categories:



System-level data that refer to data that will be generated from (or for) the
BASMATI federated cloud system components, disregarding the application.
Application-context data that refer to data that will be collected and created as a
result of the specific applications.

The BASMATI backend will also generate data (system-level data) however isolating these
would make no particular value as their dependency with the application is only minor. The
value those data may add is significantly low since they can be the result of the operation of
the system under any application. According to the aforementioned analysis, the
contribution of BASMATI to this type of data is minimal to insignificant.
Based on the above, this document emphasizes on the application-context data which are
directly related to the three BASMATI use cases, namely, the Large Events use case, the
TripBuilder and the Virtual Remote Desktop. In what follows, a brief account for each of
these is provided.

2.1 Large Event
This use case refers to the use of edge components in order to accommodate the needs of
users from content sharing and route planning applications. The users are primarily
participants in large-scale events such as the DAS FEST event in Karlsruhe, counting over
250,000 visitors. During their visit, BASMATI will facilitate mobile applications to allow them
to exchange and browse content, or plan their route from an event/POI to another. The
main challenge is to deal with the required scale in meeting the user requirements. To this
end, BASMATI will test whether part of the functionality of the applications can be
accommodated by local, small-scale, dedicated computing components, rather than by the
core of the cloud infrastructure.
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2.2 TripBuilder
This use case deals with the creation of tours in places of interest based on a model of
popularity of local sights that relies on Wikipedia and FlickrR metadata but also on human
trajectory analysis. Except from the intended destination and the inference of popular sights,
the system also counts in the time and budget that the user intends to spent on the tour.
The challenge in this use case lies on the computational intensity of the underlying tasks
which require the orchestration of clusters of VMs. Based on the current user context, it
might be the case that in order to perform according to the user requirements, the type,
location and the provider of these VMs may need to change dynamically.

2.3 Mobile Virtual Desktop
Mobile Virtual Desktop (MVD) is defined as a cloud service category in which the capabilities
provided to the Cloud Service Customer (CSC) are the ability to build, configure, manage,
store, execute and deliver users’ mobile desktop functions remotely. With MVD, the user
experience is achieved through a UI, which is presented on a MVD client over the network.
The challenge in the MVD use case is linked to the fact that part of the MVD functionality is
provided through aggregated services. While a user is on the move these services must
“follow” him in order to cope with the demanding requirements of the MVD. Such an action
requires the migration of part or the whole of functionality to different cloud providers that
they will be able to better (or most cost-efficiently) meet the agreed quality of service.

2.4 Application-generated data
Based on this analysis we provide a classification of the data that BASMATI will collect
through the implementation and piloting of the abovementioned use cases. The four main
categories are:





User data that refer to the data of the end users (data subjects) of the mobile
application. These data will be collected and maintained solely on the basis of the
user consent as they can be characterized as personal data.
Contextual data that refer to data related to the context of the use of the
application, like weather and infrastructure details
Statistically-extracted data that refer to data that are generated as a result of
simple analysis of the primary data sources (e.g. user and contextual data).

Third-party publicly available data that refer to data generated by third users that are made
available through third party platforms. The emphasis is in the metadata analysis of the
public data in order to avoid entering into privacy and legal (including the third party terms
and conditions) issues.

User data
user location

Contextual data
Wi-Fi/WLAN access
points locations

user intended destination

weather information

user location history

area maps (to the
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Statisticallyextracted data
crowd density in an
area
most popular
enterprise
applications
people queues

Third-party
publicly available
data
FlickR & Wikipedia
public metadata
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user mobility patterns
(with temporal
annotations)
disability related data
group related data
user preferences (in
terms of POIs)
user available budget for
a trip

level of terrain type)

length and
throughput

servers' locations

resource utilization

Table 1: Classification of data that BASMATI will collect and process for the purposes of the pilot
implementations

Not all of these data sources will add any significant value to the community mainly because
the expected data volumes and quantity is not suitable for further exploitation. On the
contrary, there are general categories that may form a considerable contribution to the
community either in a standalone mode or in combination. As such, user location,
semantically enriched trajectories and resource utilization data can be of importance to
application and business developers alike.
BASMATI commits to appropriately harvest, curate and maintain these three main
categories of data, making them publicly available and supporting the related communities.

3 Information on new data
Data characteristics vary within the set of the collected datasets mentioned in the previous
section as well from one use case to another. For instance, in the case of user data, the data
volumes may range from simple records indicating intended destination for each end user in
the case of MVD to hundreds of millions of data records in a GIS vector file format in the
case of the Large Event app. On the other hand, there are a few shared properties amongst
them: for instance in all cases a text format will be preferred over binary formats. This is a
common practice as a text format is easier to be consumed by the community.

3.1 User location data
The data related to location are expected to comprise the bulk of the total volume of the
collected data from BASMATI, especially because of the contributions of the Large Event
app. The interim version of the Use Cases Analysis Report [3] mentions a requirement for a
location polling frequency of 30’’. Based on this, a conservative estimation of the amount of
records generated during DAS FEST would be the following: Assuming that the users change
location every 30’’ (Android skips location collection when the user location hasn’t changed)
and that 1000 out of the 250000 visitors to DAS FEST will use the app for 120’, we end up
with a total 240K timestamped GIS records. These records can be annotated with events
related to the DAS FEST program.
To accommodate these needs but also in order to support the community with such like GIS
data, BASMATI shall use GIS vector file formats which shall be provided in at least 3
standards: GML, KML/KMZ, GeoJSON.
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GML is supported by the Open Geospatial Consortium1 and it is already considered an
industry standard as it is also an ISO standard (ISO 19136:2007) [4]. It is an XML grammar for
expressing geographical features. GML serves as a modeling language for geographic
systems as well as an open interchange format for geographic transactions on the Internet.
Using application schema, users can refer to roads, highways, and bridges instead of points,
lines and polygons.
KML stands for Keyhole Markup Language. This GIS format [5] is XML-based and is primarily
used for Google Earth. KMZ (KML-Zipped) replaced KML as being the default Google Earth
geospatial format because it is a compressed version of the file. KML/KMZ became an
international standard of the Open Geospatial Consortium in 2008.
The longitude, latitude components (decimal degrees) are as defined by the World Geodetic
System of 1984 (WGS84) for both KML/KMZ and GML. The vertical component (altitude) is
measured in meters from the WGS84 EGM96 Geoid vertical datum.
Finally, in order to support the communities that work on web applications and utilize
Javascript, as well as those preferring alternatives to XML which tends to be verbose
because of all its tags, BASMATI will provide these datasets in GeoJSON file format [6]. JSON
is a standard way to represent data that is human-readable while being easy to parse in
software especially Javascript.

3.2 Semantic trajectories
These is a more complex dataset than the user location as it refers to POIs annotated with
metadata about the sights, their popularity and various temporal parameters. It also refers
to routes/pathways through these POIs which are also enriched with information about ETAs
and related transportation modalities as well as costs in terms of money and time. The data
also contain information about inferred events, eventually comprising more than a mere
depiction of pathways between POIs. These data can be projected to maps and depict
alternative routes and plans.
However complex, this type of dataset is not uncommon: daily bus/train schedules
(pathways) passing by stations (POIs) is a typical type of dataset that follows the same
rationale.
For the computational representation of this dataset, BASMATI will employ a typical CSV
(comma separated values) format. The format will capture both GIS data about locations
and routes but also the relevant metadata.

3.3 Resource utilization
Following the Google cluster traces example [7], resource requirements and usage data for
tasks will be collected for each container running on the BASMATI infrastructure during the
pilots. In particular, BASMATI will comprise of a mix of Cloud architectures including
OpenStack, OpenNebula implementations, Docker containers as well as dedicated

1

http://www.opengeospatial.org/
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embedded devices on the infrastructure’s edge. A single usage trace will typically describe
several days of the workload on one of these compute cells. A trace will be made up of
several datasets. A dataset will contain a single table, indexed by a primary key that typically
includes a timestamp. Each dataset will be packaged as a set of one or more files, each
provided in a compressed CSV format. To mitigate typical problems witnessed while using
the Google traces in research, BASMATI will add the name and type of the application that
generates each record. Furthermore, the dataset will also include SLA-related information so
as to allow interested parties to investigate in depth the relationship between user
requirements and system-level, resource-related decisions.

4 Quality assurance of data
Quality control of data is an integral part of a research process. The procedures for quality
assurance that will be carried out on the data collected at the time of data collection will be
carefully recorded when the BASMATI datasets are created.
Among others, BASMATI will provide an analytical description regarding the monitoring tools
that capture the data. The responsible partners will also implement custom tools that will
validate the datasets against specific rules, in order to ensure that recordings comply with
the expected behavior. A typical example of problems with datasets is the inclusion of data
that are generated as a result of test operations rather than from the system while it runs
under normal conditions.

5 Security And Backup of data
Data security and backup procedures are crucial in order to ensure that the data and
metadata are securely stored during the lifetime of the project.
Regarding storage BASMATI will opt for at least two different forms of storage, a hard drive
and a DVD for each dataset. Also BASMATI will ensure that data integrity should be checked
periodically in these media. This is crucial especially for the hard drive part which will be the
resource through which users will access data (through a dedicated BASMATI portal).
Furthermore, regular system backups will ensure that the dataset versions are maintained
and roll backs are feasible.
Versions will be maintained through a git or subversion repository. For that purpose best
practices will be followed:





decide how many versions of a file to keep, which versions to keep, for how long and
how to organize versions
identify milestone versions to keep, e.g. major versions rather than minor versions
(keep version 02-00 but not 02-01)
uniquely identify different versions of files using a systematic naming convention,
such as using version numbers or dates
record changes made to a file when a new version is created
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record relationships between items where needed, for example between code and
the data file it is run against; between data file and related documentation or
metadata; or between multiple files
track the location of files if they are stored in a variety of locations
regularly synchronize files in different locations, such as using MS SyncToy software
identify a single location for the storage of milestone and master versions

Given that the user location data collection at its source contains personal data that will be
acquired after the data subject’s consent, the project will take appropriate security
measures in order to ensure that the privacy of the data subjects will be preserved.
Furthermore, in order to protect business-sensitive information that may relate to the use of
resources and background information related to the infrastructure, BASMATI will adopt
appropriate anonymization and general obfuscation techniques. These are explained in
detail in what follows.

5.1 Personal data anonymization
BASMATI will opt for pseudonymization [8] in order to cover the data subjects identity.
Pseudoanonymization is a procedure by which the most identifying fields within a data
record are replaced by one or more artificial identifiers, or pseudonyms. There can be a
single pseudonym for a collection of replaced fields or a pseudonym per replaced field. The
purpose is to render the data record less identifying and therefore lower customer or
patient objections to its use. Data in this form is suitable for extensive analytics and
processing. Given the nature of the datasets -and especially the user location data- this data
anonymization technique is sufficient and effective since it ensure minimal information loss.

5.2 Obfuscation techniques
The following technique is inspired by [9] which refers to the approach followed by Google
which employed them when they released a large chunk from the logs for the usage of
resources in a Google cluster. The intention was to mitigate the risks in releasing such data,
including inadvertently disclosing confidential or proprietary information, as happened with
the Netflix Prize data [10]. This technique is relevant to the resource utilization dataset of
BASMATI.
The technique involves the following steps: randomly hash free-text fields, linearly transform
(scale) resource sizes, and map certain values onto a sorted series. This should be done in a
consistent way so that the data can still be used in research studies. Here are the
obfuscation transformations that will be used for most data types:




unchanged: the values are not obfuscated.
hashed: each value is transformed to an opaque value by means of a keyed
cryptographic hash.
ordered: the list of observed (or possible) values is generated and sorted. Then, the
items in this list are assigned sequential numbers starting with 0 (i.e., gaps are
elided), and the observed values are mapped onto these numbers before adding
them to the trace.
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rescaled: each value is transformed by dividing by the maximum value that appears
anywhere in the trace for that measurement. For example, the maximum observed
memory capacity across all machines is used to rescale all memory requests and
usage values. (The maximum is used to guarantee no dividing by zero and that no
extra information leaks into the result.) This value is then rounded to a granularity of
max(1.0/210, max_value/220) - i.e., no more than ten bits of binary precision or ~1
millionth of the maximum value, whichever is larger. Almost all floating point values
are transformed in this way.
special: a few values are treated in a special way.

6 Μanagement and curation of data
The data collected and aggregated in the BASMATI pilots can also be distributed to the
public or be used in another aggregation process. A coherent set of data is called a dataset.
Distributing the dataset requires describing the dataset using meta-data properties.
Within Europe an application profile of the W3C standard DCAT [11] called DCAT-AP [12] is
being used to manage data catalogs. With this standard dataset descriptions in Europe can
be exchanged in a coherent and harmonized context.
Building upon DCAT-AP will integrate the BASMATI applications in the European (Open) Data
Portal ecosystem. Data being made available through the BASMATI applications will be
picked up and distributed to the whole of Europe. On the other hand the European (Open)
Data Portal ecosystem can provide access to data that has not yet being identified as
relevant. For instance the Open Data Support project data catalog (now part of the
European Data Portal) offered access to more than 80000 dataset descriptions of more than
15 European Union member states.
The core entities are Dataset and Distribution. The Dataset describes the data and its usage
conditions. Each Dataset has one or more Distributions, the actual physical forms of the
Dataset. A collection of Datasets is managed by a Data Catalog. The details are shown in
Figure 1.
As the DCAT-AP vocabulary is a Linked Data vocabulary, it fits naturally the technological
choices of the BASMATI TripBuilder application. It is expected that the DCAT-AP vocabulary
covers the majority of the BASMATI data cataloging needs. In case of gaps or more specific
needs, the BASMATI project will further enhance and detail the DCAT-AP vocabulary to fit its
needs. One such aspect that requires further elaboration is the management of licensing,
rights and payments.
The adoption of DCAT-AP creates also the availability of tooling. There is EDCAT [13], an API
layer to manage data catalogs, EntryScape, a web interface [14] and the ODIP platform [15]
that harvests open data portals.
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Figure 1: DCAT-AP Overview
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7 Difficulties in data sharing and measures to overcome these
Apart from the ethical-related questions properly addressed in Section 5 the consortium has
to overcome some more difficulties that present the proper data management and the open
provision of data to the community. One such major concern relates to the long-term
storage. Indeed, these concerns are not new: environmental datasets, medical testing
datasets, component test results relating to safety will all have to be stored for a long time
(the definition of long-term being defined as part of a legal requirement, others will simply
be seen as being expected, e.g. datasets relating to academic published results). These
issues are complicated for when the data is made available over the Web, in that the data
could be merged with other data coming from other sources, so the definition of meaningful
long-term becomes problematic. So, each content business owner needs to consider:



What is considered long-term (2-3 years, 10 years, etc.)?
What about relevant dependent datasets? Snapshots of external datasets?

Furthermore, a central consideration for any long-term DMP is the cost of preserving that
data and what will happen after the completion of the project. Preservation costs may be
considerable depending on the exploitation of the project after its finalization. Examples
include:





Personnel time for data preparation, management, documentation, and
preservation,
Hardware and/or software needed for data management, backing up, security,
documentation, and preservation,
Costs associated with submitting the data to an archive,
Costs of maintaining the physical backup copies (disks age and need to be replaced).

This analysis and decisions will be reported as part of the final market analysis and business
potentials plan [16].

8 Copyright and Intellectual Property ownership
Since BASMATI data will be shared and archived, the original copyright owner will retain the
copyright. A data archive cannot archive data unless all rights holders are identified and give
their permission for the data to be shared. Secondary users need to obtain copyright
clearance before data can be reproduced. However, exceptions exist under the fair dealing
concept.

8.1 Fair dealing
Under the fair dealing concept, data can be copied for non-commercial teaching or research
purposes, private study, criticism or review without infringing copyright, provided that the
owner of the work is sufficiently acknowledged. This only applies to literary, dramatic,
musical or artistic work, not to films or recordings. An acknowledgement should give credit
to the data source used, the data distributor and the copyright holder.
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8.2 Sharing and licensing
BASMATI will opt for an Open License. An open license is one that places very few
restrictions on what anyone can do with the content or data that is being licensed. An open
license allows others to do things like:





republish the content or data on their own website
derive new content or data from the provided dataset
make money by selling products that use the actual content or data
republish the content or data while charging a fee for access

According to the open definition, there are only two kinds of restrictions that an open
license can place:



that re-users must give attribution to the source of the content or data
that re-users must publish any derived content or data under the same license (this
is called share-alike)

In particular BASMATI leans towards employing ODC Open Database License (ODbL) [17]
(attribution & share-alike).

9 Responsibilities
Multiple partners will be involved in the creation of the BASMATI datasets. In detail




User location: The primary contributor of the dataset will be CAS/YellowMap. To a
rather small extent, ETRI will also contribute some data to this dataset
Semantic trajectories: The partner that will spend significant effort into creating the
dataset will be CNR
Resource utilization: The contributors for this dataset are multiple: ICCS, CAS, CNR
and AMEN.

However, the preparation of the datasets (collection, processing, validation and archiving) is
a responsibility that needs to be assigned to a single partner in order to ensure that the task
will be implemented. In particular, CAS/YellowMap will be responsible for the first dataset;
CNR for the second and ICCS for the third.
A dedicated part of the www.basmati.cloud portal will be employed to host and publish the
datasets while appropriate measures will be taken to integrate it to the open European Data
Portal as well as the CKAN portal and the Korean official open data portal
(https://www.data.go.kr/).
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